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Topic: Topics in quantum cryptography Lecturer: Gus Gutoski

Lecture 3: Encode-encrypt schemes, security of the trap scheme
In Lecture 2 we saw that quantum states can be authenticated so as to protect them against malicious

tampering. In this lecture we investigate a special type of quantum authentication scheme called encode-
encrypt schemes. We observe that the trap scheme from Example 6 of Lecture 2 is an example of an encode-
encrypt scheme and we employ the properties of encode-encrypt schemes to formally prove the security of
the trap scheme.

Much of the content of this lecture appeared in preliminary (i.e. unpolished) form in Ref. [BGS12,
Section 5 and Appendix B].

1 Encode-encrypt schemes

An encode-encrypt scheme is a special type of quantum authentication scheme with a two-step authentica-
tion process:

1. Logical data is encoded according to a quantum error-detecting code E chosen uniformly at random
from a special family E of codes.

2. Encoded data is then encrypted by applying a uniformly random Pauli P (i.e. the quantum one-time
pad).

The secret classical key for any encode-encrypt scheme is a pair (E,P ) describing the choice of codeE ∈ E
and Pauli P . To verify: decrypt according to P , decode according to E, accept iff no errors were detected.

Example 1. The trap scheme (based on an [[n, 1, d]] code C) from Example 6 of Lecture 2 is an encode-
encrypt scheme.

Each code Eπ ∈ E is described by a permutation π of 3n elements.

1.1 Security against Pauli attacks implies security against general attacks

Encode-encrypt schemes have the remarkable property that any attack is equivalent to a probabilistic Pauli
attack on data encoded with a random code E ∈ E .

=⇒ To establish a secure authentication scheme it suffices to construct a family E of codes with the
property that any Pauli operation that acts non-trivially on logical data is detected as an error with high
probability over the choice of E ∈ E .

This property is a consequence of the Pauli twirl:
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Lemma 2 (Pauli twirl). Let Q,Q′ be Pauli operators acting on n-qubits. For any n-qubit state ρ (or any
other operator) it holds that

1

4n

∑
Paulis P

P ∗QPρP ∗Q′∗P =

{
QρQ∗ if Q = Q′

0 otherwise

The proof of this lemma is likely to appear as a question on the assignment.
Let’s see how the Pauli twirl reduces arbitrary attacks to mixtures of Pauli attacks. An arbitrary attack

can be modelled as a channel Φ : ρ 7→
∑

iAiρA
∗
i . What happens when Φ is applied to an encrypted state?

Consider the mapping

ρ 7→
∑

Paulis P

P ∗Φ (PρP ∗)P =
∑
i

∑
Paulis P

P ∗AiPρP
∗A∗iP.

Let’s look consider each Kraus operatorAi in turn and writeA = Ai. LetA =
∑

Q αQQ be a decomposition
of A into a linear combination of Pauli operators so that∑

P

P ∗APρP ∗A∗P =
∑
Q,Q′

αQαQ′
∑
P

P ∗QPρP ∗Q′∗P =
∑
Q

|αQ |2QρQ∗

with the final equality following from the Pauli twirl (Lemma 2). Applying this logic to each Kraus operator
Ai of Φ, we see that the result of applying the channel Φ to an encrypted state is the same as if we had
simply applied an appropriate mixture of Pauli channels to the unencrypted state.

1.2 Security of the trap scheme

Definition 3 (Security against Pauli attacks). A family E is said to be ε-secure against Pauli attacks if for
each fixed choice of Pauli Q it holds that the probability (taken over a uniformly random choice of code
E ∈ E ) that Q acts nontrivially on logical data and yet has no error syndrome is at most ε.

Proposition 4 (Security of trap codes against Pauli attacks). The family E of trap codes based on a code of
distance d is (2/3)d/2-secure against Pauli attacks.

Remark. The bound in Proposition 4 is quite weak and can probably be strengthened significantly by a
tighter analysis. All that really matters is that the security parameter decreases exponentially in d.

Proof. Let Q be a 3n-qubit Pauli. In order for Q to act nontrivially on logical data it must have weight
w ≥ d, owing to the fact that the underlying code E has distance d. In this case Q must distribute w
non-identity qubit Pauli operations over the 3n qubits without triggering any of the traps. Let us bound the
probability of such an event.

In order to have weight w the Pauli Q must specify either an X-Pauli on at least w/2 qubits or a Z-Pauli
on at least w/2 qubits. We analyze only the first case; a similar analysis applies to the second case. If any of
these non-trivial X-Paulis land on a |0〉⊗n trap then Q will be detected as an error. Thus, to avoid detection
all w/2 of these X-Paulis must not land on the |0〉⊗n traps—a sample-without-replacement event whose
probability of success is bounded by the probability of a successful sample-with-replacement event. The
probability of success in any one sample is at most 2/3 and so the probability of w/2 successful samples
with replacement is at most (2/3)w/2.
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1.3 Measurement of logical data in the computational basis

In this section we argue that any encode-encrypt sceme based on a family E consisting entirely of CSS
codes has the property that measurement of logical data in the computational basis can be implemented by
bitwise measurement of authenticated data followed by a classical decoding process in order to determine
the measurement result.

This fact is a simple consequence of well-known properties of CSS codes. Suppose E is a CSS code
that encodes one logical qubit into n physical qubits. For each value of the bit a ∈ {0, 1} there exists a set
DE(a) of n-bit strings such that the encoded logical basis state E|a〉 is an equal superposition of strings in
DE(a):

E|a〉 =
1√
|DE(a)|

∑
b∈DE(a)

|b〉

Bitwise measurement of E|a〉 in the computational basis yields a string b ∈ DE(a) selected uniformly
at random. The sets DE(0), DE(1) are disjoint so the logical measurement result a can be deduced by
identifying the set DE(a) from which b was drawn. Moreover, given an arbitrary n-bit string c there is an
efficient classical algorithm that computes the function

DecodeE : c 7→ (a, s)

where s is an n-bit syndrome string with the property that c⊕ s ∈ DE(a).
Now suppose that a logical qubit is authenticated under an encode-encrypt scheme based on a family

E of CSS codes and fix a choice of key (E,P ) indicating the CSS code E and Pauli encryption P . In this
case measurement of the logical qubit can still be implemented by bitwise measurement of the authenticated
qubit. The only difference is that the X-portion X~a of the Pauli key P = X~aZ

~b indicates a mask to be
applied before the classical decoding process. This simple process could be drawn as follows.

authenticated quantum data ⊕~a
c

DecodeE
decoded outcome a

syndrome s must be 0

1.4 Code keys can be re-used

In this section we argue that in any encode-encrypt scheme the code key E can be re-used to authenticate
multiple distinct data registers, provided that each new register gets its own fresh Pauli key P .

As noted in Section 1.1, the Pauli encryption serves to render any attack on an encode-encrypt scheme
equivalent to a probabilistic mixture of Pauli attacks on the underlying code family E . By definition, a Pauli
attack is a product attack on each physical qubit in the authenticated registers, so security against attacks on
one register implies security against attacks on all registers.
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